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Abstract

The definition and deconstruction of culture is an intricate exercise which is multifaceted and multilayered and has at its
core, values that drive behaviour and practice often instinctively. One aspect of such culture that is deeply embedded in
the medical setting is trust. Researching the influence of culture on security practice is a complex task in this situation, yet
information systems research must address such factors if effective information security is to be promoted. In the medical
environment this is particularly important as electronic communication is becoming widely adopted and as E-health and
shared electronic patient information develops into a focal point for many health services worldwide. Through a series of
research projects using traditional methods of investigation, it was identified that trust is a powerful influence on how
information security is implemented in primary care medical practices. An underestimation of potential threats coupled
with a lack of understanding of security concepts further fosters reliance on trust within this environment. The challenge
was to design methods that would investigate the influence of trust within an information systems framework. The
methods chosen are a fusion of separate investigative techniques. The combination of methods provides a unique
triangulation of interviews, observation and physical artefacts from which to investigate how trust is reported and how it
influences practice. The importance of adopting alternative methods within the sphere of information systems research is
that it is essential that techniques are used to inform development of effective and contextualised solutions for information
security threats in the medical environment.
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Introduction

Culture has many definitions yet in the broadest sense is the cultivated behaviour of a group of people. Such
behaviour is referred to as ‘tradition’ and includes patterns of behaviour that are both implicit and explicit. It
is a widely held view that the manifestation of culture is predominantly formed by the values that a group of
people hold (Hofstede and Hofstede, 2004). In research this presents challenges as such values are frequently
unconscious to those who possess them and are therefore difficult to elicit through traditional research
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methods. If we use a multilayer model of cultural theory, comprising of national regional, gender based,
generational, social class and corporate stratum (ibid), the establishment of culture in the primary care medical
environment is predominantly located at the corporate (organisational) and social class
(education/occupational) layers. The identification with the corporate layer is evident as the Australian
primary care medical environment is comprised of small, independent, mainly private practices, and thus
reflects an autonomous organisational structure. This is similar to other countries, in particular the UK and
European countries. Although in these areas much of the primary health care is not privately based, they do
retain relatively autonomy in terms of management and operational functionality. In terms of a social class
layer, the medical profession has a strong and clearly defined educational and occupational structure. In
contrast with cultural research, information systems research does not examine cultural differences; rather it
investigates the extent to which certain cultural values influence decisions and practice. It is the integration of
knowledge, shared beliefs and customary practice which form the characteristics of social practice (culture,
2009), and thus in the context of information security practices in the medical environment, how information
security procedures are formulated and put into practice. Many researchers identify that understanding culture
is important in the successful use of IT based information systems (Brooks et al. 2005, Leidner and Kayworth,
2006, Oates, 2006).

Corporate culture shapes how and what action staff take and it exudes a powerful albeit subtle influence on
staff and information flows within an organisation (Leidner and Kayworth, 2006). The influence of
organisational culture on security practice should not be confused with the creation of a security culture itself
within an organisation. Security culture is the integration of information protection into everyday procedures
(Thomson et al. 2006). In the medical environment there exists a culture of trust that is both a benefit to the
underlying external nature of practice and vulnerability as attention to detail and adherence to basic policy are
poor. In Australia, research indicates that primary care medical practices do not take adequate security
measures to ensure protection patient information (Schattner and Pleteshner, 2004).

Security research has begun to focus on the human-computer interaction and user perception, primarily
because it is not the technical solutions that are ineffective. As Adams and Blanford (2005) suggest, there
exists a gap between organisational approaches to security and the end-user perspectives that drive actual
practice. It is well documented that whilst some barriers to good security practice lie in the technological
challenges, it is the process and people, referred to as the organisational factors that have the greatest
influence on security application (Ma et al. 2008). Many researchers have identified that the end-user and the
insider are the biggest threat to security through a a lack of knowledge and increased access (Aldhizer, 2008,
Cole and Ring, 2006, Furnell, 2005, Theoharidou et al. 2005). Whilst privacy may be well understood by
medical practitioners, nurses and medical administration staff in terms of handling patient data, the security
practices associated with this are inconsistent and in some cases nonexistent (Williams, 2008a). The health
industry relies increasingly on technological innovation and has undergone significant transformation with the
advent of information systems for administration and patient management and more recently shared electronic
medical records. This technological change of itself has significantly affected views of trust in relation to the
use of technology (Dearne, 2009).

This paper discusses how trust as part of an organisation’s culture in the primary care medical practice can be
researched within an information systems research methodology. The issue of trust and its affect has arisen as
a supplementary factor in research into more fundamental issues in security implementation and capability.
However, the results have clearly identified that culture has a strong influence on the acceptance and
improvement in security practices. A series of research projects are described where these projects investigate
the effectiveness of organisational security practices using predefined established security protocols. These are
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inclusive of specific reference to the culture of trust to see if there is direct or indirect impact of trust in
information security decisions or activities.

Influence of trust in small organisations.

In cases where the organisational entity is small, particularly when considering associated behaviour in
information systems research, investigation is most often linked to ‘communities of practice’. A community of
practice is the link between work practices and strategic operations (Wenger et al. 2002). Of particular
importance are the informal work practices that occur in any organisation. Day-to-day activities, driven by
workflow, significantly influence the manner in which activities such as those related to information security
are managed and put into effect. In organisations, the complexity of legal requirements means that there is
very little consistency between knowing the law and following it (Levin-Rozalis, 2007). What is more
common is the behaviour of a community of practice where the social consistency and obligation overrides
knowledge of the law. Of course, in meeting the social obligations the law is often adhered to but not
necessarily intentionally. Arguably, the level of trust engendered in small primary care medical practices is
indicative of a team approach where there are a small number of employees and a direct relationship with
management (Fleming, 2007).

The primary care medical practice environment in Australia is akin to small business with privately owned
practices typically with 1-10 medical practitioners. Elsewhere in the world, primary care has a similar
structure but with a mixture of privately and publicly funded medical practices. Regardless of the funding, a
small business structure is applicable to the majority of practices and each organisation is usually self-
managed. However, unlike small business they are more complicated in terms of the requirements for their
information security practice (Grain, 2005). There are important issues from both ethical and legal
perspectives in relation to the sensitivity of information (Meredith, 2005), a lack of understanding of security
concepts, and a serious underestimation of genuine threats (Valli, 2006, Valli and Woodward, 2008). It is
clear from the literature that technological solutions and software availability for effective information
protection are not scarce (Landwehr, 2001, Post and Kagan, 2006, Tsoumas and Tryfonas, 2004). However,
approaching information security from a purely technical perspective has not been successful. Disclosures of
sensitive medical information have been well documented (Chester, 2003, Doherty and Fulford, 2005, General
Practice Computing Group, 2005, Leach, 2003), and these reports indicate that medical information security is
not a technical or computer problem, but is a human one.

In the security community it is accepted that standards should drive policy which then informs decision
making and practice. In large organisations this does not present major issues in implementation as
organisational wide decisions on security are made. However, in small organisations such as primary care
medical practices, whilst this is desirable it is rarely put into practice (Williams, 2006) and information
security practice is known to be reticently adopted by medical practices. As Karyda et al (2005) concluded,
the culture of each organisation affects the formation and implementation of the security policy and thus the
security practices are further complicated by the trustful environment that exists in medical practices (Allen,
2000, Kallath, 2005, Williams, 2008b). Further, it is generally recognised that there are significant issues
associated with the sensitive nature of patient information. Added to this are fundamental resource problems
where the end-user, the general practitioner, is time poor and rarely employ dedicated IT or security staff.
Whilst they are consumers of technology, they are not IT or security specialists and the protection of
information is not their core business. The autonomous nature of staff in such small organisation reinforces
informal and individualised work practices. Frequently such issues can be attributed to a lack of fit between
policy and work practice in small organisations (Adams and Blandford, 2005).
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Information systems research, which is often used for the investigation of security practice, includes facets of
cognitive science and behavioural psychology which are used to explain security behaviour. Yet information
systems research does not attempt to investigate these from the cognitive or behavioural research perspectives;
they are used as they apply to the information system under investigation. A more comfortable concept for
information systems research is that of communities of practice and their influence on behaviour. Vaast
(2007) suggests that it is the communities of practice that influence information systems security based on the
social constructs that they produce. As with any community with diverse membership, it has a unique socio-
cognitive perspective due to individual community members’ differing knowledge and experience. Thus, a
community of practice is inclusive of individual perspectives whilst sharing a specific view. Hence, using the
premise that end-user perceptions of security are linked to the function of their professional or industry
(Goodhue and Straub, 1991) supports the socio-organisational influence on the awareness and implementation
of information security.

Culture in information systems research

Interestingly, the lack of awareness and perception of potential security issues by end-users has not altered
greatly since Goodhue and Straubs’ (1991) initial research (D'Arcy et al. 2009, Furnell, 2007). In order to
research the influence of a trustful culture within an information systems research approach, mixed methods
are used to report and confirm security practice and identify any community of practice driving forces. Whilst
there is a considerable body of knowledge on the impact of culture on behaviour and organisational
effectiveness, more is needed on the effects on specific context domains (Gregory et al. 2009). Although
understanding the motivation of the community of practice is helpful, using research techniques such as
repertory grid analysis or cognitive mapping are not appropriate for this investigation. Whilst important, the
complex interaction between the information systems used and the staff in this specific work context is not
being investigated. Similarly, more intricate construction of social actions performed using a socio-pragmatic
approach to further explore the relationship between information systems and their function in work practices
may be helpful (Goldkuhl and Agerfalk, 2005), however this approach fails to isolate the facet of trust with a
view to modifying action based on the findings.

Existing research indicates that using novel conceptual approaches to IT-cultural research, which are
traditionally separate research streams, can be effective in meeting the disparity between the research methods
(Leidner and Kayworth, 2006). It is evident that to date no single methodology has been established as
preferable to study the eclectic and complex information systems-cultural issue. Further, many cultural
theorists report that in a values based approach to cultural analysis, multiple and competing subgroups in an
organisation, possessing differing values, can cause conflict and interruption to information systems
effectiveness (Robey and Boudreau, 1999).

To undertake research in this area, consideration also needs to be given to the potential issues regarding access
to information assets as part of workflow, perception, responsibility and education within each community of
practice (Ruighaver et al. 2007). Indeed, the community of practice influence may also confirm research by
Hoffman and Klepper (2000) which suggests that organisations with high levels of networking and sociability
usually results in poor assimilation with technology, Thus, the methodology used in this research addresses
the need for a balance between the culture of trust and effectiveness of information security practice in the
specific primary care medical practice environment.
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Research methods

Existing research: A series of research projects undertaken in 2006-2008 identified trust as a notable
influencing factor in decisions and procedures related to information security in primary care medical
practices in Australia and the UK (Williams, 2008b). This preliminary research into information systems
security in the medical environment was not undertaken with the influence of culture in mind; the research
was to assess the factors that contributed to poor security practice with a view to finding ways to improve this.
Research into changing physician behaviour (Bauchner et al. 2001) indicates that passive dissemination of
new information and guidelines are not effective, whilst implementation of these measures through
organizational (practice) routes can be effectual. Initial research into the factors that contribute to information
security practice was undertaken using traditional interview methods to obtain a rich source of information on
practices, and perceptions. An action research methodology was employed in these original research projects.
Using traditional methods resulted in an indication of an underlying problem in using security in the medical
practice environment which was related to a culture of trust. During the process of action research substantial
reflection was made on the themes in the original data set. It was identified that aspects of security practice
reflect an underlying them of trustfulness that was not explicitly reported by the participants. This
identification was incidental to the main research, which primarily investigated information security practices
to inform formulation of an effective information security governance process.

The analysis of the interviews resulted in seven themes. Whilst capability and knowledge of staff, together
with cost and lack of time were themes which were anticipated, the occurrence of trust and reliance on
software, technology, staff and medical authorities was unexpected. Further, this reliance had a considerable
impact on the inconsistencies found between what was believed to be good security practice and what was
actually implemented (Williams, 2008b). Further analysis of the interviews in relation to trust revealed that
two-thirds of all trust is based on staff and the software implemented in the practice. The trust placed in
software, in conjunction with poor implementation, are serious matters for concern. Reliance on third parties
was also identified as an issue since uncontrolled access to information is given to those who commonly
provide computer assistance and support. Such interaction with the computer systems and confidential
information are not monitored by the practices themselves nor are the third parties required to give any written
assurances of confidentiality.

This was the first instance that the accepted culture and trustful nature of the medical environment was
identified as a potentially significant factor in information security practices. It was evident that the perception
of security as it related to the medical practices significantly affected security practice. Subsequent research
into the capability of a practice to implement information security measures revealed further evidence that
culture affects information security practice. The second research project looked at the capability of practices
to assess their security capability, the maturity of their security process whilst also identifying incremental
improvement. Again action research and in-depth interviews were used. The results of this project also
indicated that assumptions in capability and actual practice are regularly made based on trust in staff, software
and third party support providers.

These two research projects did not set out to assess or measure the effect of culture however they clearly
resulted in evidence of how a trustful culture can impact security practice. Consequently, there was a need to
design research methods to investigate this phenomenon and to measure the extent of the influence of this
culture on how security is undertaken in primary care medical practices. As a result, two subsequent research
projects have incorporated methods to investigate the factors related to trust such as implementation actions
and detractors and promoters of good security practice. This is undertaken by looking at the methods of
implementation rather than the type of organisation in which they are applied (which is a common method for
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security research). The results of these studies will be used to create more effective implementation related to
security capability protocols, rather than try to address a change in culture. These protocols would be
generalisable in any medical context since they will influence the implementation of security and not try to
change the culture itself.

Current research: To enable sufficient information on the presence and effect of the trustful culture to be
gathered, an alternative methodology needed to be employed. It is not suitable at this juncture to try to
influence the trust culture through the research, as too little is known about the extent of the influence it has.
Hence, the investigations consider the extent to which the culture impacts security decisions and actions. The
ultimate objective is to improve security practice in this specific context and since culture is only one facet of
this the research does not solely concentrate on this.

Such research therefore requires a multi-faceted and non-traditional approach. The design of the research is
based on two stages. Firstly, a review of existing literature to identify cases relating to the implementation of
information security in primary care medical practices is undertaken. This allows a cross-case analysis to
identify information security implementation issues and promoters within this context and may provide an
insight into those factors which are directly related to trust. The analysis and evaluation is then based on
effectiveness of implementation. The unit of analysis is each implementation and the evaluation is the
specified method of information security implementation rather than the organisation. This critical analysis
informs the assembly of each security protocol activity to promote relevancy and contextual application to the
primary care medical practice environment. Secondly, eliciting implicit behaviours is problematic and
potentially limiting using interview methods alone. The research uses multiple case studies and practice-based
research to record the experience of the participants and, more critically, the context of their actions. Data is
collected through traditionally disparate information systems research techniques: self-reporting interviews,
observations and physical artefact investigation. These methods will capture specific information security
practice as well as the contextual complexity of the environment as each case will reflect one community of
practice. Analysis of qualitative interview data, together with observation of actual practice and investigation
of physical artefacts and the electronic/computer systems used will result in a rich set of data. Initial analysis
will compare the external assessment (observations by the researchers) to the self-assessment by the
participants. This comparison will assess the reliability of verbal reports against the observed behaviours in
the practices, and will address the limitations of self-reporting and identify any discrepancy in the self-
reporting method. Using triangulation of the multiple communities of practice, the qualitative analysis will
identify gaps in relevancy and implementation and more importantly these findings will inform the revision of
the information security protocols by considering any potential causes of failure or success in relation to social
and organisational factors. This will also highlight and provide evidence of social and contextual barriers in
practice arising from the community of practice accepted norms.

It is envisaged that investigating potential discrepancies by testing the reliability of self-assessment will
identify the strengths and weaknesses in process affected by the contextually inherent trust factors. This
identification can then contribute to contextualizing recommendations for immediate and long term
improvement. The resulting findings will inform procedural changes and not attempt to influence the culture
itself. The use of triangulation of methods within a multiple case study approach is innovative as their purpose
is to inform procedural changes to improve practice. It has the objective of influencing practice while
accommodating rather than necessarily changing culture.

Future research: As a post project investigation, possible mapping to cultural theory may be examined from
secondary analysis of the data. This would be expected to give an explanation and contrasting viewpoint on
the effect of culture on information security practice. Subsequent research will analyse the data to ascertain if
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it reflects on the many values based approaches to cultural theory. This will be undertaken to discover if it is
possible to predict success in information security practice based on the values of a specific community of
practice. There is little research in this area related to the medical context and such research may enhance our
ability to effect change in information security practice by delineating the difference between task-oriented
and people- oriented communities of practice. Further, it is important to identify areas of conflict that may
impact actions and workflow with respect to the trust factor in culture and the use of information security
measures.

Other research into the overarching process of security governance in the medical environment is occurring
concurrently, and the findings of this research will be integrated into the facets of governance that are affected
by the trustful culture already identified. Additionally, research will be undertaken to investigate how a
security culture may be fostered in the medical context where a balance between organisational trust can
coexist with effective information security practice.

Discussion

There exists research into information systems trust which looks at the level of trust that humans put into the
interaction with information systems. This forms the body of knowledge on trust theory and models, however
there is little research into the trust in information systems themselves by users. Despite information security
incidents occurring users continue to place an unmitigated trust in their information systems (Biros, Fields and
Gunsch, 2003). Trust is central to business and social interactions between people and organisations. In the
medical environment this is particularly strong between patients and doctors. Yet, there is perhaps a misplaced
trust in the electronic information systems that are integral to many of these interactions (Sasse, 2004).
Humans are generally goal-driven and therefore information systems are used to assist in making processes
efficient. As such, reliance on the information system assumes that in the work environment the risks are
provided for. This is a major flaw in any trustful culture that renders such information systems at greater risk.
The reasons for this can be traced to a lack of understanding of the risks and a lack of awareness of security
issues by individuals and the organisation. However, as Sasse (2004) points out security is a supporting task to
the mainstream processes of workflow and therefore the trust in the information systems may be misplaced if
the supporting task of security is not undertaken effectively.

The inclusion of trust in technology acceptance modeling is also apparent in interpersonal and inter-
organisational trust which is the focus of research into e-commerce and networked electronic information
systems (Xin, Valacich and Hess, 2004). Researchers such as Lippert and Swiercz (2005) have considered the
inherent technology trust that exists in the use of specific information systems. Technology trust is defined as
the extent to which an individual expectations of the information systems ability correlate with their trust in
the system. This is based on the technology’s perceived predictability, reliability and utility and can be used
for prediction of implementation success of information systems. This area of research includes reference to
behavioural science in understanding the relationship between humans and inanimate (machine) objects.
Interestingly, it is also inclusive of organizational culture, organizational communities and the influence of
organizational trust and leadership. Another area of trust in information systems is the increasingly important
use of cryptography in trusted communications. This is a technical use of the term trust and is not related to
human factors or cultural influences. It relates to distributed information systems and secure communications.
This type of trust is a necessary component in today’s information systems as it reinforces human confidence
in the reliability on systems to perform critical functions. It also fosters information exchange protocols to
ensure trustworthy and secure communications.
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Whilst this discussion highlights the importance of trust in information systems, it is not trust in the
information systems itself that is solely under consideration in this research. This facet of trust does however
form part of the construction of trust in the medical environment as indicated in the original seven themes
discussed earlier, specifically related to trust and reliance in technology.

The research projects described reflect the premise that ‘no one approach to information systems research can
provide the richness that information systems, as a discipline, needs for further advancement’ (Kaplan and
Duchon, 1988). What is required is context specific investigation with communities of practice indicators,
rather than standard security and information systems measures. The evaluation and capture of the
environmental culture is a vital component in improving information security in the medical setting. The
research will provide an explanation of the cultural impact of trust on information security practices. It will
also show in what forms it presents in daily workflow and management of the environment.

The innovation occurs in accommodating for culture rather than attempting to shape it as is often the case with
information systems and technology implementation. In this interpretive research, where experimental control
is not a feature, the context is essential to developing an understanding of the phenomenon. The social systems
involved in the community of practice using the information system are a significant aspect of research. More
traditional security and information systems research omit the social interactions, political issues and
negotiations that occur in the work environment (Leidner and Kayworth, 2006). Applying the suggested
research method provides an immersion in the context and strengthens the basis of the resulting interpretive
perspective. In addition, the cross-validation of results using triangulation of different sources and kinds of
data further strengthen the findings. Where culture, and in particular ‘trust’, is under investigation it is vitally
important to understand how the participants conceptualise information security as this may influence an
individual’s behaviour.

The research methods described also address the problems first identified by Kaplan and Duchon in 1988 in
regard to the lack of effectiveness of information systems research methods. They identified that whilst
interactions of users are commonly studied, the interrelationships between the effectiveness of the information
systems and the community of practice and associated workflow are not. This remains an issue for research
into information systems and security today (D'Arcy et al. 2009).

Conclusion

The challenge for information systems research is the integration of information security into existing
information infrastructures that are strongly affected by culture and informal community of practice processes.
The transparent integration of information security into daily procedures means combining constituent
elements/activities into a coordinated, complete and compliant whole (‘integration’, n.d.). This addresses the
socio-technical dilemmas of behaviour in this particular community of practice, where both the staff and the
systems are stakeholders in the information system (Bygstad, 2006). The outcome of this is that all
stakeholders in this complex and dynamic environment must work together to ensure the security of sensitive
information from a social and technical competence perspective and well as an internal and external
compliance perspective.

It is clear that the trustful culture in the medical environment is strong and influences decisions, understanding
and actual practice. Further, what is required is research into the extent of influence this has on security
practice for the medical environment where little IT or security expertise is employed. It is essential that a
security culture is fostered in medical practices and supported by education and integration with work
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processes. This will only occur if we can investigate the drivers and address the impact that a trustful culture
has on security practices in the medical environment.

The innovation in the research is in using a multi methods data collection technique within traditional
methodology, and where the subsequent analysis is based on information systems ideology rather than a
behavioural one. Further, the impact of the research is in the ability of the research findings interpretation to
result in improvements in information security practices within the complex medical environment.
Approaching culture from an information systems perspective rather than from a cognitive and behavioural
perspective allows potential contextualised improvement to be made appropriate to the technologies and
processes of information security. This research will uncover the behaviours of staff in relation to information
security and how their values and trust guide their decisions and actions.

Whilst it is acknowledged that perception of information security will alter as the environment changes, and
other factors such as changes in the law and development of technology occurs, this perception does not occur
automatically. It is the influence of the communities of practice that exert a stronger force. Ultimately
changing the culture means reframing the beliefs of staff which of itself can meet with resistance unless it is
managed with sensitivity and can be shown to be beneficial to those who are required to change.
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